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1 Introduction

The Specops Self Service Portal (SSP) allows a user to request applications automatically without
contacting the helpdesk. SSP portal is a stand-alone product that can be used in combination with
Specops Deploy or with another deployment solution that can utilize security groups for control.

There is built-in support for a request and approval workflow with deployments per user and per
computer with control of which computer(s) a user can request software to.

The main focus of SSP is to manage application and OS Deployments, but it can also be used to
manage other scenarios like Access to Shares, Mail Distribution Lists or other security group features.

Some customers may allow users to request access to services (controlled by for example Group
Policies security filtering) through SSP in addition to applications.

- Microsoft Direct Access

- Microsoft BitLocker

- Folder Redirection

- Offline Files

- Access to Network Shares
- Access to Printers

- Distribution lists

© 2011 Specops Software Inc.



SPECOPS

2 Specops Self Service Portal and Active Directory

= NOTE: Although Specops Self Service Portal integrates into Active Directory, it does not edit or
extend the Active Directory Schema.

* An Active Directory Service Account is required to run the Specops Self Service Windows Service.
This account should be setup and configured in advance. The account should only be part of the
“Domain Users” security group. This account should have a very strong password.

= Active Directory administrative rights are required to configure the product and modify and apply
group policies during setup.

3 SSP Prerequisite Components

3.1 Windows Server Operating System

The SSP Server requires Windows Server 2003 or higher installed to host the SSP components. This
can be an existing server or a dedicated server.

3.2 Microsoft .Net Framework 3.5 SP1

The SSP Setup Assistant requires that Microsoft .Net Framework 3.5 SP1 is installed on the server
where the Setup Assistant is started. If it is not installed it can be downloaded from Microsoft for free.
3.3 Microsoft Management Console 3.0

SSP requires the Microsoft Management Console version 3.0 installed on the computers where group
policies for SSP will be managed.

3.4 Microsoft Group policy Management Console

The SSP Admin Tools requires that Microsoft Group Policy Management console be installed on the
computer where the admin tools need to be used.

3.5 Microsoft SQL Server

An instance of Microsoft SQL Server is required to host the SSP Database. This is used to store the
configuration and approval information. The SQL Server does not have to be running on the same
computer as the SSP Server and any SQL server (including SQL Server Express) instance can be used.

SSP uses a database called SpecopsSelfServicePortal. The SSP Setup Assistant will create the database
if no database with that name exists. The database will use default values for location on disk and other
settings and the initial size will be 50 MB with a transaction log of 20 MB. If special requirements exist
for location, size etc. for the database files then the database can be created manually before the SSP
Setup Assistant is started. All versions of SQL above Microsoft SQL 2005 SP3 are supported with SSP

© 2011 Specops Software Inc.
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3.6 Mail Server

SSP requires a mail server with SMTP support to send e-mail notifications for request and approval
workflows. The server has to support anonymous SMTP relay from the SSP Server.

3.7 Microsoft PowerShell 2.0

SSP requires PowerShell 2.0 on the server where it’s installed. It can be downloaded for free from
Microsoft if not installed.

3.8 Microsoft Silverlight

Silverlight has to be installed on any client computer using the SSP for administration or application
requests. Microsoft Silverlight is a free extension to the Web Browser.

© 2011 Specops Software Inc.
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4 How to Setup Specops Self Service Portal

The Specops Self Service Portal (SSP) ships as one binary file. When extracted it launches a program
called Specops Self Service Portal Setup Assistant. This Setup Assistant will help an administrator
install SSP in an Active Directory environment.

The Setup Assistant should be run for the first time on the computer intended to be used for the SSP
server. The Setup Assistant guides the administrator through two different steps that should be
performed in the following order to get started as fast as possible:

= Server installation — This will install the SSP Database and Server Service software on the local
computer.

* Admin tools installation (on a single computer) — Installs the Specops Self Service
Administrative Tools on the local computer. Admin Tools can be installed on multiple computers
in the environment.

© 2011 Specops Software Inc.
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4.1 Self Service Portal Server Installation

1. Start the Self Service Portal Setup Assistant
2. If NET Framework 3.51 is not installed, a dialog box will inform the end user that it’s required
to install before the Setup Assistant can be launched.

@ Specops Setup Assistant !E[ E

Welcome to the Specops Setup Assistant

This Setup Assistant can install the different components of Speceps products, The supported products are listed below.

SPECQPS:SELF SERVICE PORTAL [ Liit e ckbelowto

Version 2.2

Start Installation
Read More Update License

3. Import the SSP 2.2 License File by clicking “Update License” and browse to the License file.
4. When the license is imported, click Start Installation.
5. Read and Accept the License Agreement.

© 2011 Specops Software Inc.
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6. A window will now present two options, to install the Web Component and Administrative
Tools.
Click on “Web installation” to initiate the web installation.

Q@ Specops Self Service Portal Hi=]E3

SPECQPS!SELF SERVICE PORTAL

~ Web installation
@ Complete the steps below to install Specops Self Service Portal web

on this computer

Version 2.2.20111.1

Admin Tools Installation
9. Complete the steps below to install Specops Self Service Portal

Administration Tools on this computer

Version 2.2.20111.1

Install Web installation Skip to Admin Tools Instaliation
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7. SSP Server setup is initiated and a window similar to this should be presented;

@ Specops Self Service Portal [_ (O] x|

. Introduction
Complete the steps below to install Specops Self Service Portal web on this computer

.NET Framework version

Walid .MET Framework version detected Download |

Server operating system
The computer is running a valid server operating system

Internet Information Services (IIS)

The Internet Information Serivces is not installed on this computer or the required components are not installed. Install |
Please click the 'Install’ button to start the installation porcess.
L]

Configuration

Select web site

Select a web site where the 5elf Service Portal Web will be installed. Select... |

Select service account
Select the user account that the Specops Self Service Portal Server runs as select user... |

POC

Configure SMTP server

No SMTP server configured Configure... |

Select Database Instance

Mo database instance selected Selectinstance...l

Install/Upgrade database
You have to select a database server and service account before you can install/upgrade the database. Install |

PPOOO

Back Skip to Admin Toals Installation

8. .NET Framework 3.51 is a Prerequisite to launch the Setup Assistant so that check should pass.

9. SSPis required to run on a Windows Server OS.
10. If needed, click Install to install IIS automatically with all required components.

11. Next, select WEB Site to use.

No passwords or sensitive information is sent to/from SSP. A secure connection (HTTPS) is

optional.

12. Enter an existing service account. A normal Domain User account with no extra permissions is

recommended.
If there is no process in place to renew passwords on service accounts, use “password never

© 2011 Specops Software Inc.
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13.

14.

15.

16.

expire” on the SSP service account.
More details below on how to grant the required permissions for each function and feature.

Configure SMTP Settings.

SSP will use an anonymous connection to the SMTP server.

Enter the e-mail address used by SSP to communicate with users and admins.

This should preferably be a monitored e-mail address in case a user replies to the e-mail.

Select the SQL Server to install the database on. If there is no SQL Server in the domain it’s
possible to download a free version of SQL Express from Microsoft and install locally before
proceeding.

A database called “SpecopsSelfServicePortal” will automatically be created and used.

Click Install to install the Database on the SQL Server.

When all prerequisites are met, click Install to initiate Specops Self Service Portal installation.

@ Specops Self Service Portal [_ O]

A Introduction
Complete the steps below to install Specops Self Service Portal web on this computer

Internet Information Services (IIS)

115 server detected Install |

Server operating system
The computer is running a valid server operating system

Configuration

Select web site

0 Selected web site: Default Web Site Select... |
Select service account
User SPECOPS\PS05-55P selected. Select user... |
.
Configure SMTP server

0 Selected SMTP server ‘mail.specops.specopssoft.com’. Selected port 25 Configure... |

1 Select Database Instance

O Database instance 'DBOL' selected Select instance...l
.
Install{Upgrade database

0 Version '11117 is installed. Install |

Install

@

Back Skip to Admin Tools Installation

Specops Self Serivce Portal installation
Click the "Install’ button to install Specops Self Serivee Portal on this computer, Tnstall |

© 2011 Specops Software Inc.

11



SPECOPS

4.2 Admin Tools Installation

The Specops Self Service Portal Admin tools can be installed on any computer being used to
administer the Specops Self Service Portal.

e Next, install Admin Tools

@ Specops Self Service Portal | _ (O] x|

SPECQPS:SELF SERVICE PORTAL

Web installation
Complete the steps below to install Specops Self Service Portal web on this computer

Version 2.2.20111.1 Installed Version 2.2.20111.1

p- Admin Tools Installation
\:> Complete the steps below to install Specops Self Service Portal Administration Tools on this computer

Version 2.2.20111.1

Back Install Admin Tools Installation Skip

¢ Installation of Specops Self Service Portal is done.

© 2011 Specops Software Inc.
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@ Specops Self Service Portal 9 =]

A Introduction
Complete the steps below to install Specops Self Service Portal Administration Tools on this computer

1 NET Framework version
[ alid \NET Framework version detected Download |

1 PowerShell
\ Powershell v2 is installed

Installation

Specops Self Serivce Portal Admin Tools installation

\ \\\ Installing Specops Self Serivce Portal Admin Tools... Install |

.

Installation succeeded [ %]

| Specops Self Service Portal Admin Taals (x64) has been
¥ successfully installed.

There are some additional configurations needed depending on which features in SSP that will be

used.

© 2011 Specops Software Inc.
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5 Specops Self Service Portal — Configuration

To allow the SSP to manage group membership, delegate control to the service.

Note: A best practice is to create a separate root OU with SubOU’s for various services that can be
managed through SSP.

Note: Do not delegate control from the Domain Root, this could give the SSP Service Account far
more access than intended and make it possible for a rogue admin to get access to additional
resources.

5.1 Delegate Control for SSP Service Account

1. Open Active Directory Users and Computers

2. Navigate to the root OU of where the Security Groups are, or do this multiple times when
groups are stored in multiple different OU’s.

Right Click on the OU and choose “Delegate Control...”

4. Click Next

@

© 2011 Specops Software Inc.
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5. Choose the Specops Self Service Portal Service Account to grant it permission.

- Active Directory Users and Computers

File  Action Wiew Help

O ENEEIEEEE E R R R

2| Charlie ;I MName | Type | Description |
2| Delta 2| Mailing Lisks Organizational ...
:'J Echo o Printers Organizational ...
:"J. Foxkrot 2 Shares Organizational ...
:"J_ Golf 52, 5oftware - 2003 Admin Tools Security Group ...
ZU HDtF' %Software -7Zip Security Group ...
:j zzﬁ; %Software - Activate BitLocker Security Graup ...
57 Ko %Software - Admin Tools Security Group ...
3] Lima %Software - AutoHok Key Security Group ...
=1 Tango %Software - Bevvond Compare Security Group ...
=] Yankes %Software - Command &dmin Tools Security Graup ...
= 5 T |
2 Computers 52, 5of
51 Groups 52,50 Users or Groups I
27 Servers %SDF Select one of more ugers of groups to whom you want to delegate control. ’%
= 2] Software 52,50
:j :r?:ngrsLlsts %EEE Selected users and groups:

2| Shares 2, 50
82, software - 2003, || 82 5o
_.% Software - 7Zip %SDF
B3, Scftware - Active 8 5cf
_.‘7& Software - Admin %SDF
_.% Software - Autok %SDF

B3, Scftware - Beyor
B2, software - Comm 8, 50f

_.3& Software - Drive
B2, Scftware - IBM O Add.. Remave
_.‘7& Software - Micros_|
B3, Software - Micros
33) Sofbware - Mebwe
:’& Software - NMT

B2, Software - Share

B2, Scftware - Share < Back I Mest » I Cancel Help

52, saftware - Turnic
H3, Software - Viruta

6. Grant Permission to “Modify the membership of a group”.

© 2011 Specops Software Inc.
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Deleqgation of Control Wizard

Tasks to Delegate T
You can select common tazks or customize your awn, ”JD)‘ 3

¥ Delegate the following common tasks:

O Create, delete. and manage user accounts -
[ Reset user passwords and force password change at nest logon

O Read all user information

O Create, delete and manage groups

tadify the memkb of a group

O Manage Group Palicy links

O Generate Resultant Set of Policy [Planning) -
| 3

1]

" Create a custom task to delegate

< Back I Mext » I Cancel Help

7. Click Next.
8. Click Finish.

The SSP Service Account now has permission to modify membership of the security groups.

© 2011 Specops Software Inc.
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5.2 Remote GpUpdate

It’s possible to allow the Specops Self Service Portal to perform a remote gpupdate on a client and thus
initiate a software installation at once. For this functionality, the SSP Service Account requires
permissions on the client, and the Firewall must not be blocking traffic.

If this feature is not used, a computer will install the software at the next group policy update which is
either executed manually by a user or normally executed every 90-120 minutes.

It’s possible to use Group Policies to automatically configure this on all clients in the environment.

1. Open Group Policy Management Console (GPMC).
2. Create a New GPO or use an existing GPO that is applied to all clients that will use SSP.

© 2011 Specops Software Inc. 17
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5.2.1 Adding SSP Service Account to all client’s Local Administrators Group.

1.

In GPMC Navigate to: Computer Configuration -> Preferences -> Control Panel Settings ->

Local users and Groups
2. Right click, choose “New -> Local Group”
3. Use these settings:

Action : Update

Group Name : Administrators (built-in) - (Pick from the list)

Rename to : <empty>
Description : <empty>
Members : add the SSP service account

H Group Policy Management Editor

File  Action ‘Wiew Help

O EEEEEEN =R

=f Specops Self Service Portal [DCO1.
[= i Computer Configuration
| Paolicies
[ || Preferences
] Windaws Settings
[ (%] Control Panel Settings

Full Mame

Description

h Thore are
apl Data Sources New Local Group Properties E

7 Devices

¥ Folder Options

41 Lacal Users and &an
Mebwark Cptions

Power Cptions
Prinkers

Local Group | Commaon |

@ Action: IUpdate j

scheduled Tasks Group name: I Administrators (built-in} j I
% Services Rename to: I
= #®, User Configuration
1 Policies o Description: |
|| Preferences Description
- I Delete all member users
Mo polices selected
" Delete all member groups
embers:
Name | action [ sin
SPECOPSIPSDE-55P ADD 5-1-5-21-154110

4. Then click OK

© 2011 Specops Software Inc.
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5.2.2 Configuring Windows Firewall to allow remote management for Windows 7.

To allow the SSP Service Account to initiate a remote gpupdate, Windows Firewall (or any third-party
firewall) needs to allow that traffic from the SSP Server to the client.

To configure Windows Firewall on all Windows 7 clients to allow remote management follow these
steps.

1. Navigate to Computer Configuration -> Policies -> Security Settings -> Windows Firewall
with Advanced Security -> Inbound Rules

Right click, New Rule ...

Choose Predefined : Remote Administration

Click Next

Click Next

Click Allow the connection

Click Finished

Do the same for ICMP (Echo) to make the client answer to Ping requests.

An administrator may want to increase security by modifying the rules to only open the
ports when the computer is connected to the corporate (domain) network.

© PN oY b N

[ Group Policy Management Editor

File  Action Wiew Help

e= 2= H =

=/ Specaps Self Service Portal [DCO1.SPECOPS. TE 4 | | Mams Group_~ | profile | Enabled | action [ override | Program [ Local
() & Computer Configuration @)101P Request al Yes Allow Mo Any Any
B 7] Palicies @ Remote Administration (MP-In) Remate Administration Domain  Yes Allow Mo System Any
| Software Settings 'C}Ramote Adrrinistration (RPC) Remote Adrministration Domain  Yes Allov Mo “%Syste., ANy
1 [ Windows Settings @ Remate Administration (RPC-EPHAR) Remate Administration Domain  ‘es Allav Mo %Syste..  ANY

“| Mame Resalution Palicy

|2l Seripts (Startup/Shutdown)
B T Security Settings
(A Account Policies
J| Local Policies
&f| Eventlog
4 Restricted Groups pu
A System Services
4, Registry
4 File System
i_ Wired Metwork. (IEEE 602.3
= [ Windows Firewall with Adva
B i windows Firewall with &
B2 Inbound Rules
&S Qutbound Rules
%5 Cornection Securit

© 2011 Specops Software Inc.
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5.2.3 Configuring Windows Firewall to allow remote management for Windows XP.

To allow the SSP Service Account to initiate a remote gpupdate, Windows Firewall (or any third-party
firewall) needs to allow that traffic from the SSP Server to the client.

To configure Windows Firewall on all Windows XP clients to allow remote management follow these
steps.

1. Navigate to Computer Configuration -> Administrative Templates -> Network -> Network
Connections -> Windows Firewall -> Domain Profile
2. Enable “Allow inbound remote administration exception”.

File Action Yiew Help
= Fml=HElT

Q_’ Specops Self Service Portal (01, SPECOPS, TEST] B Domain Profile
= i Computer Configuration

&l & Poiicies . Select an temto view its description. Setting | State | Comment
- Software Settings || windows Firewall: Allow local program exceptions Mot configured Mo
= W\nc.lo.ws S?tt\ngs . . =] windows Firewall: Define inbound program exceptions Mat configured Mo
= A;Imlcnéls_lttrr?:;;mp\ates: Pollcy definit |i=| Windows Firewall: Prokect all network connections Mot configured Mo

= = Wekwork |i=| Windows Firewall: Do not allow exceptions Mot configured Mo
B Background Inteligent Transfer |i=] Windows Firewall: Allow inbound file and printer sharing exception Mot configured Mo
= BranchCache (2] Windows Firewall: Allow ICMP exceptions Enabled Mo
= ONS Client 2] Windows Firewall: Allow logging Mot configured Mo
% Lanman Server 12| Windows Firewall: Prohibit notifications Mat configured Mo
z Link-Layer Topology Discovery 1i=] windows Firewall: Allow local part exceptions Mot configured Mo
~| Microsoft Peer-to-Peer Networl =] windows Firewall: Define inbound port exceptions Mot configured Mo
= [ Metwork Connections || Windows Firewall: Allow inbound remabe administration exception Enabled Mo
[ [ Windaws Firewall |i=| Windows Firewall: Allow inbound Remote Desktop exceptions Mot configured Mo
@ Domain Profile |i=| Windows Firewall: Prohibit unicast response to mulkicast o broad,.. Mot configured Mo
| Standard Profile |i=] Windows Firewall: Allow inbound UPAP framework exceptions Mot configured Mo
| Network Connectivity Status Ir
| Offline Files
“| QoS Packet Scheduler

ICMP is automatically allowed when the Remote Admin exception rule is enabled, but it’s also
manually added it in the picture above.

Close GPMC and force a gpupdate on a client to verify that the SSP Service account is added to Local
Administrators and the firewall has an exception for Remote Administration.

© 2011 Specops Software Inc.
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5.3 Controlling ownership of clients.

For a user to be able to request and deploy software to a computer, that user has to be designated
manager of that client. This is to prevent users from ordering software to other clients.

The Specops Self Service Portal reads the ManagedBy Attribute on a computer to decide who the
owner is. One client can only have one owner. Groups are not supported.

Active Directory Users and ompucers

File  Action ‘Wiew Help

e 5ml40(REc= BHBRET

.

g%

Active Direckory Users and Compukers [D 4
Saved Queries
specops.test
| Builtin
Computers
2| Domain Controllsrs
| ForeignSecurityPrincipals
| LastAndFound
| Managed Service Accounts
Prograrn Data
Specaps Carp

m |

OE®EEEE B @

MName

| Type | Description |

2| Clients
2| DemoStation 1
o | DemoStation 2
o | Demostations CA
[l 2] Demastations SE s
o Alfa
2| Bravo
o | Charlie
2| Delta
=l 2] Echa
o | Computers
1A DECLIEMTOL
1A DECLIENTOZ
1A DECLIEMTO3
o | Users
2| Foxtrot
o adf
3| Haotel
= | India
2] Juliet
2| Kio
2| Lima
= Tango
o Wankee
B 2] Zulg

= | Computers

| Specops OS Deploy
“| windows irtual Machine

classSkare

cRtwirer nnnerk

DECLIENTOZ Properties

Fremote Install | LINIX Attibutes | Attribute Editor
General I Operating Sypstem | ember Of I Drelegation I Password Replication I
Location tanaged By Object I Security | Dial-in
Mame:
Change. . I Propertiez | Clear I
DOffice:
Shreet: :I
I
City:
State/province:
County/region:
Telephone number:
Fax number:
0K Cancel Lpply Help

The ManagedBy attribute can be automatically updated by using Specops Deploy CSE granting the
computer account permissions to update the attribute.

5.3.1 Configuring automatic client ownership

There are two new group policies that control how the owner is decided, and who can be owner of a

computer.

© 2011 Specops Software Inc.

21



SPECOPS

5.3.1.1 Configuring how the owner is decided.

1. Open Group Policy Management Console on a computer with Specops Self Service Portal

Admin Tools installed, and edit a policy that is being applied to client computers (security
filtering is supported).

Navigate to : Computer Configuration -> Software Settings -> Specops Self Service Portal
Click Edit Policy...

Check “Enable logon history”

Configure the number of days to record logon history.

If there is no current owner, a new owner will be added at first occasion.

If there is a current owner, that owner will not be replaced until the configured settings are
met.

ok wwR

|8 Group Policy Management Editor
File  Action Wiew Help

| 2F]
R el S P ECOQPS:SELF SERVICE PORTAL

= [ Palicies
[l || Software Settings
Specops Deploy - C @ Edit Policy

Lo Specops Self Servic
Edit Policy..

Self Service Portal Settings
[ Software installatic

| windows Settings

. o Mate! In arder to automatically assign cormputer ownership e, update the managedBy attribute), the 'SELF' account must be
| Administrative Templat

alloweed to permissions ‘Read Managed By' and “Write Managed By' on the computer object in Active Directong,

®H®

| Preferences
=3 User Configuration Also, a corresponding user policy for Specops Self Service Portal must also be configured,
| Palicies
7 Preferences Salogem ey "
Murnber of days to save logon histary Il-l :CI
Computer affinity € Disabled

£ Set corputer as primany device for the last logged on user

¥ [Set computer as primary device for the most frequent user |

Save Cancel

6. Click Save

© 2011 Specops Software Inc.
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5.3.1.2 Configuring which users are allowed to be owner of computers.

It’s possible to control which users in the environment that can be assigned ownership of a computer.
In most environments all users will be allowed to be owner, but there are some exceptions.

User Accounts who are regularly logging on to new clients could be added to an exception list. For
example, an IT Staff member installing a new PC and logs on to that PC a few times performing
configuration changes. That user will now be owner of that PC.

The end user is then not able to request additional applications from SSP until that user is the most
frequent user of the PC and is granted ownership.

To configure if a user is allowed to be owner follow these steps.

1. Open Group Policy Management Console on a computer where Specops Self Service Portal
Admin Tools are installed.

Open a Group Policy that is being applied to the users.

Navigate to : User Configuration -> Software Settings -> Specops Self Service Portal

Click Edit Policy...

Check : Allow user to own computers

kW

H Group Policy Management Editor

File  Action View Help
= 2[F
il S PEC @ PS:SELF SERVICE PORTAL

= [ Policies .

= | Software Settings

E Specops Deplay - C @ Edit Policy 1o

Specops Self Servic " Self Service Portal Settings |
T4 Software installatic Edit Policy...
= :‘;nd_u_w: S:ttlnTgs ot Mote! In order to get the settings below to take affect, a carresponding machine policy for Specops Self Service Partal mustalso be
iministrative Templal
— configured,
Preferences g
- IELCIDnFlguratlnn A&llow user to reinstall operating system [
olicies
Software Settings Allowy user to own computers ~
E Specops Self Servic
T4 Software installatic
| windows Settings
| Administrative Templat
| preferences

= #

m
ol )
@ L

m L

= #

Save Cancel

6. Click Save
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5.3.2 Delegating permission to client’s to update ManagedBy attribute.

The client PC is running a Client Side Extension (Specops Deploy CSE) to update the ManagedBy
attribute in Active Directory. This process is executed by group policies in the system context and will
use the computer account in Active Directory to update the attribute.

For the computer to be allowed to update the attribute delegated permission is required for the
computer account (self). Follow these steps to delegate permissions.

Open Active Directory Users and Computers
Navigate to the root OU of the domain clients.

Right click on the OU and choose “Delegate control...”
Click Next

Click Add and type “self”, then click “Check Name”

LA ol AN A

Delegation of Control Wizard E3
| Userz or Groups ?p’jl
k.

Select one or more users or groups to whorn vou want to delegate contral, u'

Selected users and groups:
PECELF NT AUTHORITY\SELF)

Add... Bemave

< Back I Hewt » I Cancel Help

6. Click Next

7. Choose: Create a Custom task to delegate

8. Click Next

9. Choose: Only the following objects in the folder:
10. Enable Computer Object

11. Click Next

12. Choose : Property-Specific

© 2011 Specops Software Inc.

24



SPECOPS

13. Enable: “Read Managed By” and “Write Managed By”

Delegation of Control Wizard E I
Permizzions ?3-1
Select the permissions you want to delegate. “H-E)' N

Show these permizsions:

I~ General
¥ Property-specific

[ Creation/deletion of specific child objects

Permissions:
O Fead machineRole
O wiite machineRole
Fead Managed By
“write M anaged By
O Fead memberdi
O wiite member0f ;I

L L

< Back I Mest > I Cancel | Help I

14. Click Next
15. Click Finished

If Specops Deploy 4.6 is in use and the Specops Deploy 4.6 CSE is installed on the clients computers
no further action is needed.

© 2011 Specops Software Inc.
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5.4 Allowing users to trigger a reinstall from SSP

To allow users to reinstall their PC from SSP, Specops Deploy / OS has to be installed in the
environment. This function is not supported with any other deployment solutions.

To allow users to initiate a reinstall from Specops Self Service Portal,

1.

AT Sl S

Open Group Policy Management Console (GPMC) from a computer with Specops Self Service
Admin Tools installed.

Navigate to User Configuration -> Software Settings -> Specops Self Service Portal

Click Enable

Click “Allow user to reinstall operating system”

Click Save

The Specops Self Service Portal Service Account requires permission to initiate a Specops Deploy OS
reinstallation.

1.

Add the SSP Service Account to domain security group “Domain Specops Deployment Servers’

if it’s not part of the group already.

© 2011 Specops Software Inc.
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6 Specops Self Service Portal — Administration Guide

SSP is using three user roles and web pages.

Administrator: http://server.name.com/SpecopsSelfServicePortal/Admin/
Owner: http://server.name.com/SpecopsSelfServicePortal/Owner/

User: http://server.name.com/SpecopsSelfServicePortal/User/

Admin is where administrators define who and what services the users should be able to request.
Owner is where a request can be approved or denied.

User is where users will request services.

Users are grouped into Units. A unit can be a department, a country, a group of users, a project or any
other grouping of users. A unit can contain multiple Users and/or Groups. A unit always has at least
one person or group of users who can approve requests for that unit.

A user can be part of one or multiple units, giving the user permission to request applications and
services. Administrators can configure the services to require approval or to be installed without
approval for various units.

© 2011 Specops Software Inc.
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6.1.1 Creating units

1. Open the administration URL in a Web Browser :
http://server.name.com/SpecopsSelfServicePortal/Admin
Click Units

Click New to create a New Unit

Enter a name: for example “Everyone” or “All Users”
Enter a description

Add an Owner

AL Sl

An owner is one or multiple persons who will be notified if a user of that unit is requesting

something that needs approval.

For a unit defining a Project or Department, it’s usually the Project Leader or Manager who will

be owner.
While for the “All Users” unit, it might be Helpdesk.
7. Add members to the Unit.

A member is a person who can request applications for that unit. It can be one or multiple

users or groups.
Unit

MName

”E\reryone

Description

All Domain Users

Owners Members
Helpdesk Add Domain Users Add
Delete Delete
l QK ] l Cancel ]
8. Click OK.

9. Repeat and add more units if needed.

© 2011 Specops Software Inc.
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6.1.2 Creating Services or applications

The main purpose of Specops Self Service Portal is to handle applications, but it’s also supported and
possible to add other services.

A service is something that is controlled by membership in a security group and that a user can request
through the Self Service Portal.

To create a new application and connect it to a unit.

In “Applications” click New

Enter a name of the service, for example “Microsoft Office 2007”

Enter a description.

Choose a Security Group that’s controlling this service.

Choose installation Type to a computer account or user account.

If computer is selected, only users with ownership of one or more computers will be able to
request the service. The computer account the user choose will be added to the security
group.

If user is selected, that user account will be added to the security group.

6. Click New to add the number of available licenses.

7. Enter details (Name and Licenses are required).

8. Click Ok

9. Click New to add license distribution and control who can request the service.
10. Choose the License.

11. Choose which unit this applies to.

12. Enter how many of the total number of licenses that unit is allowed to use.

13. Define if this unit requires approval to use the service.

h RN

Application =

Application Security Group
|Mmmsu& Cffice 2007 | ‘Software - Microsoft Office 2007 | | Browse |

Description Installation Type

Name Version License Key Cost per License Purchase Date Expiration Date Number of Licenses Distributed In Use Remaining | | New

() Install to user account

(+) Install to computer account

Licenses

Office 2007 5 5 o o Edit

‘ Delete
. '

License Distributions

License Unit Requires Approval Number of Licenses In Use I MNew
Office 2007 ' Everyone 5 o Edit

‘ Delete

OK Cancel

14. Click Ok
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Using categories makes navigation easier for the users.

An example of how it could look like;

SPECQ@PS:SELF SERVICE PORTAL

Units Reports
Category: Productivity

All Applications Mew Edit Move Delete
Application Security Group Deployment type  Mumber of Licenses  Distributed  InUse | Remaining Category
4 Applications Beyond Compare - (Computer) Software - Beyond Compare Computer account 40 21 ] 19 Productivity
Microsoft Network Monitor - (Computer) Software - Network Monitor Computer account 100 100 1 0 Productivity
Video Wirtual Clone Drive - {(Computer) Software - Virutal Clone Drive Computer account 100 100 1] 0 Productivity
Mise WinRAR - (Computer) Software - WinRAR Computer account 100 100 2 0 Productivity
FlEL WinZip - (User) Software - WinZip User account 100 65 1 35 Productivity
RE&R
Mailing Lists
Network Shares
Printers
4 Projects
Project Alfa
Project Beta
Project Delta
Proejct Gamma

6.2 Administrative Rights

To receive administrative rights to the Specops Self Service Portal, add the user to Local
Administrators group on the server or add the user to the local group “Specops Self Service License
Administrators”.

6.3 Deployments

The Specops Self Service Portal is not performing any deployments by itself. All deployments are
handled by the software deployment solution in place. SSP is only handling group membership, all
other criteria have to be controlled and verified in some other way.

SSP does support initiating a group policy refresh on a remote computer when it has been approved
for a service which in turn will initiate a Specops Deploy software installation if Specops Deploy is
being used in the environment.
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7 Verification

7.1.1 Approval and Revocation

Navigate to the three different web pages and add services, then request and approve them.

Verify that the user can choose the right computer(s) to request services too, and choose to reinstall
the operating system if that feature is enabled and the user has access.

Verify that the user or computer is added to or removed from the correct security groups depending if
it’s an approval or revocation.

Administrator: http://server.name.com/SpecopsSelfServicePortal/Admin/

Owner: http://server.name.com/SpecopsSelfServicePortal/Owner/
User: http://server.name.com/SpecopsSelfServicePortal/User/
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7.1.2 Single Sign On

Authentication to the portal is done with windows integrated authentication. It’s required that the
server is identified as an intranet server for this to work. Or the user will be prompted for username
and password.

‘General  Security |Pri\-'ac}.-' I Content I Connections I Programs I Sidvanced I

Select a zone ko view o change security settings.

@ & / O

Inkternet Local inkramet  Trusted sites  Restricted
Local intranet E

L
G)L 1 ‘i Use the settings below to define which websites are included in T — e —
= f -

the local inkranet zone. .
Local intranet |

v Automatically detect inl

ou can add and remove websites From this zone. All websites in

[~ Security I Triclide lllaes| it this zone will use the zone's security settings.

™ | Include all sites thal

I nclude &l petwark Add this website ko the zone:

‘whak are inkranet setkings? A

\_ i
=5
B

Wiehsites:
e
[~ Enable Protected Mods (requires restar hitp: . specaps. test Bz
https: //*. specops, best
Cusktom lewvel. .
Reset all

[ Requite server verification (https:) For all sites in this zone
|@| Some settings are managed by wour syste

. |

This can be configured through Microsoft Group Policies.

Note: If Single Sign On is not used, the user will be prompted for username and password which will
use “Basic Authentication” and send the user information over HTTP (clear text).
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8 Customizations

8.1.1 Branding

To change the color schema and logo of the Self Service Portal, navigate to

C:\Program Files\Specopssoft\Specops Self Service Portal\Web\App_ Themes\Default
and modify the style sheet and replace the logo image with a corporate specific logo.

8.1.2 Reducing wait time for Specops Deploy
By default, Specops Deploy will wait 15 minutes before starting an application installation if a user is

logged on and if it’s not forced by a user.
To give a better user experience, it’s recommended to change this setting to 0 minutes.

Open the Group Policy Management Editor and change the “Max End User Dialog Wait Time” to o.
This may require importing the SpecopsDeploy.adm file first.

=1}4

= Group Policy Managermert Editor
File Action Wiew Help
e |2z HE T

£/ Demostations / &pp - Dont modify [DCOLS] - |
H i Computer Configuration

| Software Updater

Time in minutes that the Software

State

B8 [ Policies Max End User Dialog Wait Time Setting
| Systems Management |i5] Disable Software Updater Mot configured
- Software Settings Edit policy setting. ] Max End User Dialog Wait Time Enabled
* Windows Settings
i i : Pali Description:
B [ Administrative Templates: Palicy P & Max End User Dialog Wait Time C

- Contral Panel Updater will wait before . -
 Metwork sutomatically starting processing [E] MaxEnd User Dialog Wit Tirme Previous Setting |
| Printers Deployments, the default value is 15 —
| Systern minutes, If the value is set to 0, the c .
| Windows Components Software Updater will not wait at all. " Mot Confiqured ERARETS
B [ Classic Adrministrative Templz & Enabled
= ] Specops Deploy B
“| Download Cache " Disabled
| Reboots Supported on:
Windows Installer
| Software Updater
Software Updater Deby Options: Help:

| Feedback Server

7 Legacy Package Proce:

Client Side Heartbeat
| Windows XP CSCwark

=g All Settings

© 2011 Specops Software Inc.
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Tirme in minutes that the Software Updater will wait before

automatically starting processing Deployments, the default valu
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not wait at all,
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9 Support and Troubleshooting

9.1 EventLog

The Windows Event Log contains all Specops Self Service Portal related information.

9.2 Debug Logging

For enabling Debug Logging set Debug = 1 in these regkeys
HKEY_LOCAL_MACHINE\SOFTWARE\Specopssoft\Specops Self Service Portal\Web
HKEY_LOCAL_MACHINE\SOFTWARE\Specopssoft\Specops Self Service Portal\Administration

9.3 Online Resources

Please visit the Specops Forum for support and help with troubleshooting at:
http://forum.specopssoft.com

For Tips and Tricks in Relation to Specops Products visit the blog at
http://blogs.specopssoft.com

For support and help with troubleshooting go to:
http://www.specopssoft.com/about-specops/contact

Urgent requests for support may be submitted to:
http://www.specopssoft.com/resources/support 1

Feedback on documentation can be sent to:
Specops-documentation@specopssoft.com
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